NHO®OPMALMNOHHAS ITAMSITKA
JJIS1 OBYYAIOIUXCA 11O HHPOPMAIIMOHHOU BE3OITACHOCTH

C KaxIpIM roJJOM MOJIOJCKM B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJBHUKU — OJHHU W3
caMbIX aKTUBHBIX TMoyb30Barenieii Pynera. Mexay TeMmM, NOMHMO OTPOMHOTO KOJHYECTBA
BO3MOXKHOCTEH, MHTEPHET HeceT W NpoOieMbl. DTa mamsTKa JOJDKHAa MoMoub Tebe Oe30macHo
HaXOJUTHCS B CETH.

KomnbrorepHbie BUPYCHI

KomnbroTepHblil BUPYC — 3TO PAa3HOBUAHOCTH KOMIIBIOTEPHBIX MPOTPaMM, OTIMUUTEIBHON
0COOEHHOCTBIO KOTOPOH SIBJIIETCSI CIOCOOHOCTh K Pa3sMHOXKEHHUIO. B J0moHeHne K 3TOMY, BUPYCHI
MOTYT TOBPEIUTh WIM TIOJHOCTBIO YHHMYTOXHUTb Bce (aillbl M JaHHBbIE, IOJKOHTPOJbHBIE
NI0JIb30BATEINI0, OT UMEHH KOTOPOT0 ObLIA 3allyIlieHa 3apakeHHast IporpamMma, a TaKkke MOBPEIUTh HITU
Jla)ke YHUUYTOXKHUTH OINEPAIMOHHYIO CUCTEMY €O BceMHM (paiimamu B 1iesioM. B OosbIIMHCTBE CilydaeB
PacIpoCTpaHsIOTCS BUPYCHl UEPE3 UHTEPHET.

Mertoap! 3aIlIUTHI OT BPEJOHOCHBIX IIPOIPAMM:

1. Ucnionb3yii COBpEMEHHBIE ONEPALIMOHHBIE CUCTEMBI, MIMEIOIINE CEPHE3HBIN YPOBEHD 3aIUTHI
OT BPEIOHOCHBIX IIPOrPAMM;

2. TloctosHHO ycTaHaBnuMBail maTyW (MUGPOBBIC 3aIUIaTKH, KOTOPHIE aBTOMATHUYECKH
YCTaHABJIMBAIOTCS C LIEIbIO JOPaOOTKM MPOTPaMMBI) U JIpyrue OOHOBIIEHUS CBOCH OMNEparMOHHON
cucteMbl. CKaunBail UX TOJBKO ¢ odunmanbHoro caita papadorunka OC. Ecnu cymecTByeT pexxum
aBTOMAaTHYECKOI0 OOHOBJIEHHS, BKIIFOUHU €TO;

3. Paboraii Ha cBOeM KOMITBIOTEpPE IOJI ITPaBaMH IOJIB30BaTENs, a HE aJJMUHUCTpATOpa. JDTO He
MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTpaMM HMHCTAUIUPOBATHCS HA TBOEM IE€PCOHATBHOM
KOMIIBIOTEPE;

4. Vcnonb3yl aHTUBUPYCHBIE NPOrPAMMHBIE IPOIYKThl M3BECTHBIX IPOU3BOAMTENEH, C
aBTOMAaTHYECKUM OOHOBJICHUEM 0as3;
5. Orpaanyb PU3NYECKHUIN TOCTYN K KOMITBIOTEPY JJISI TOCTOPOHHUX JIHII,

6. Vcnonp3yii BHEIIHWE HOCHTENW HWH(POpManuu, Takue Kak (idiiKa, AUCK Wiau Gdain u3
HWHTCPHCTA, TOJBKO U3 MMPOBCPCHHBIX NCTOYHUKOB;

7. He oTkpbIBaif KOMIIBIOTEpHBIE (aiiliibl, MOJyUYEeHHBIE U3 HEHAJIS)KHBIX UCTOYHHUKOB. Jlaxe Te
(aiiel, KOTOPBIE TPUCIIAT TBOK 3HAKOMBIN. JIydIlie yTOYHH Y HEro, OTHPABIISUI JTU OH Te0e UX.

Cern WI-FI

Wi-Fi — 3T0 He BUJ nepefauu TaHHBIX, HE TEXHOJOTHUS, a BCEro JUIIb OpeHa, mapka. Emie B
1991 romy HuzepnaHiackas KommaHus 3apeructpupoBasiia Openn "WECA", uto o00o03Hauano
coBocouetanne "Wireless Fidelity", koTopsiii mepeBoguTcs Kak ""0ecrpoBOHASI TOYHOCTH .

Jlo Hamiero BpeMeHH Jomuia Apyras abopeBuaTypa, KOTopasi sSBISIETCSI TAKOW YK€ TEXHOJIOTHEH.
Oto ab0peBuatypa "Wi-Fi". Takoe Ha3BaHue ObLIO JaHO ¢ HAMEKOM Ha CTaHJApPT BBICIIEH 3BYKOBOM
texHuku Hi-Fi, yTo B nepeBojie 03HayaeT "BbICOKast TOUHOCTD .

Ja, OecrulaTHBI WHTEPHET-IOCTYN B Kade, OTeNsX W a’dponopTax SBISETCS OTIMYHON
BO3MOXHOCTBIO BBIXO/1a B MHTEpHET. HOo MHOTHME SKCHepThl CUUTAIOT, YTO o0mmeaocTynHsle Wi-Fi cetn
HE SIBJISIFOTCS] 0€30MaCHBIMH.

Cogetsl 110 6€30MacHOCTH pabOTHI B 00MIEAOCTYIHBIX ceTsx Wi-Fi:

1. He nepenasaii cBoro auuHyto nHpopmanuio yepe3 oduenoctynueie Wi-Fi cetu. Pabotas B
HHX, )KeJIaTeJbHO He BBOJIUTH MAapOJIH AOCTYIIA, IOTHHBI M KAKHE-TO HOMEPa;

2. Hcnonb3yih M OOHOBIANM aHTUBHUPYCHBIE NPOrpaMMbl W OpaHaMmaysp. Tem cambIM Tbl
o0e3omacumib ceds 0T 3aKaYKu BHpPyca Ha TBOE YCTPOUCTBO;



3. Ilpu ucnons3oBanun Wi-Fi otkmoun ¢yaknmio "OOmuit noctyn K ¢aitnam u npuHtepam”.
JlanHast QYHKIUS 3aKpbITa MO YMOJYAHHIO, OHAKO HEKOTOPHIE MOJIB30BATEIM aKTHBHUPYIOT €€ UIs
yno0cTBa UCIIONB30BaHUA B paboTe UK yueoe;

4. He ucnons3yii myOnnunsiii Wi-Fi s nepeaun NUYHBIX JaHHBIX, HAIpUMep Ui BBIXOJA
B COLIMAJIbHBIC CETH WJIU B DJIEKTPOHHYIO IOYTY;

5. Ucnonw3yit Tonbko 3antuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, 1.e. npu nHabope
BeO-aapeca BBoAM uMeHHO "https://";

6. B MmoOunbHOM Tenedone otkimoun Gynkuuio "Ilogkmrouenue k Wi-Fi apromartuuecku". He
JIOTTyCKall aBTOMaTHYECKOTO MOAKITIOYEHUS ycTpoiicTBa Kk cetssM Wi-Fi 6e3 TBoero cormacusi.

CouuajabHble ceTH

COL[I/IaHI:HBIG CCTU AKTHBHO BXOIAT B HaAlly XW3Hb, MHOTUC JITOAH paGOTaIOT H KUBYT TaM
noctostHHO. Ho, OONBIIMHCTBO TMOJIb30BaTeNeil HE TOHMUMAIOT, YTO WH(POPMAIHs, Pa3MEIICHHAsS UMHU
B COLMAJIBHBIX CCTAX, MOXKECT 6LITB Haﬁ;[eHa " UCIIOJIb30BaHa KEM YyTrOAHO, B TOM YHUCJIC H606H3aTCHBHO
¢ OJlaruMu HaMEpPEHUSIMH.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COIHAJIbHBIX CCTAX:

1. Orpannyb CUCOK Apy3eil. Y TeOs B IPy3bAxX HE JOJKHO OBITh CITy4aWHBIX U HE3HAKOMBIX
JIIOICH

2. 3ammmiail cBOI 4acTHYIO >ku3Hb. He ykasbiBail mapousu, TenedoHsl, aapeca, 1aTy TBOETO
POXIEHUS M JPYTyl0 JIWYHYI0 HHQOpManuio. 3JI0yMBIIUIEHHUKH MOTYT HCHOJIb30BaTh Jaxe
UH(POPMALIMIO O TOM, KaK Tl ¥ TBOM POAMTENHN IUIAHUPYETE POBECTU KAHUKYJIBI;

3. 3amumiail cBOK pemyTaluio — KU €€ B YHCTOTE U 3a/iaBaii cebe BOIMPOC: XOTEeN ObI ThHI,
94TOOBI JPYTHE IIOJIb30BATENM BHJEIH, 4TO Thl 3arpyxaems? I[logymaii, mpexkae Yem dYTO-TO
OITy0JINKOBATh, HATIKCATh U 3aTPy3UTh;

4. Ecny Thl TOBOPUILB C JIIOJbMH, KOTOPBIX HE 3HACIIb, HE HUCIOJIB3YH CBOE PEaJbHOE UM U
JPYTYIO JUYHYI0 HH(OPMALMIO: UMsI, MECTO KHUTEIbCTBA, MECTO yueObl U IIPOUEE;

5. N36eraii pasmemnienus ¢ororpaduii B MIHTEpHETE, T/Ie THI M300paKEH HAa MECTHOCTH, TI0
KOTOPOIl MO’KHO OIPEICTUTHh TBOE MECTOIOJIOKEHHUE;

6. Ilpu perucTpanvd B COIHUAIBHONH CETH HEOOXOAMMO HCIOIB30BaTh CIOXKHBIC MAPOJIH,
cocTosmue u3 OykB ¥ UG U ¢ KOJUISCTBOM 3HAKOB HE MEHee §;

7. J1nst conaibHOM CETH, TTOYTHI U APYTUX CAUTOB HEOOXOIUMO MCIIOJIb30BaTh Pa3HbIC MapOJIH.
Torz[a cClin T€6H B3JIOMAKOT, TO 3JIOYMBINUICHHHUKH MMOJYYaT JOCTYII TOJIBKO K OJHOMY MCCTY, a4 HC BO
BCE Cpasy.

DJIeKTPOHHBbIE 1eHbIH

DJNEeKTpOHHBIE JEHBIHM — O3TO OYEeHb YyMOOHBIH CIOCOO TMIJIaTeXei, OJHAKO CYHIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTST MOJYYUTh ITH JICHbTH.

DNEeKTPOHHBIE ACHBIM TMOSBUIUCH COBCEM HENAaBHO M HMMEHHO H3-32 3TOTO0 BO MHOTHX
rocyJapcTBax /10 CUX IMOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun e oHM (YHKIIMOHUPYIOT U O HUX YK€ MPOMHMCAHO B 3aKOHE, TJI€ UX Pa3JAeisaIoT Ha
HECKOJIbKO BHMJOB — aHOHMMHbIE M HE aHOHMMHbIe. Pa3Huna B TOM, YTO aHOHUMHBIE — 3TO Te,
B KOTOPBIX pa3peliaercs MpoBOAUTh onepannn 0e3 NAeHTU(UKALUY [T0JIb30BaTENs, a B HE aHOHUMHBIX
UJICHTU(UKALMS [TOJIb30BATENs SIBIIETCS 003aTeIbHOM.

Taixke crnemyeT pasnauuyaTh 3JEKTPOHHBIE (UATHBIE JEHBIUM (paBHBI TOCYJapCTBEHHBIM
BAJIFOTaM) U DJIEKTPOHHBIE He(hraTHBIE IEHBTU (HE PaBHBI TOCYIAPCTBEHHBIM BAIIIOTaM).

OcHOBHBIE COBETHI IO OE30MACHOM paboTe ¢ NEKTPOHHBIMH JICHBIaMH:

1. IpuBsoku K cueTry MOOWIBHBIA TenedoH. DTO caMblii ymHOOHBIM W OBICTPBIA CIOCOO
BOCCTAHOBUTH JOCTYH K cueTy. [IpuBsi3aHHbII TenedoH mOMOXKeT, eciau 3a0yemib CBOM MiIaTeKHbIN
MapoJib WIM 3aiIeIIb HA CAUT C HE3HAKOMOT'O YCTPOMCTBA;



2. Ucnone3yit onHopa3oBbie nmapousu. [Tocne nepexona Ha yCHIIEHHYIO aBTOPU3ALUIO TeOe yiKe
He OyJIeT yrpoXkaTh ONACHOCTh KPaXKy WM NepexBaTa IIaTeKHOTO NapoJs;

3. BriGepu cnoxsblld mapodib. IIpectymHukam OyJeT HEMpOCTO yraaaTh CIOXKHBINA MapoIib.
Hanexxnple maponu — 3TO mapoyid, KOTOpBIE CONEpKaT HE MEHee 8 3HAKOB M BKIIIOUAIOT B CeOs
CTPOYHBIE M IMPOIMHUCHBIE OYKBBI, IU(PPHI U HECKOJIBKO CHMBOJIOB, TaKH€ KakK 3HaK jojuiapa, (yHTa,
BOCKJIMIATEIbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBOAM CBOM JIMUHBIE JJaHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEIIb.

DJIEKTPOHHAsI TOYTA

DNEeKTpOHHAs IoYTa — 3TO TEXHOJOTUs U TNPEJOCTaBISEMBIE €10 YCIYyTH IO IMEPECBUIKE U
MOJTyYEHHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOPBhIE PACIPEAEISIOTCS B KOMIBbIOTEpHOU ceTH. OOBIYHO
AJIEKTPOHHBIN MOYTOBBIM SIIMK BBINVIAAUT CISAYIOIIMM 00pa3oM: MMs_MOJIb30BATEIS(@HUMS_JIOMEHA.
Taxxe kpoMme nepesjaun IpOCTOro TeKCTa, UMEETCS BOZMOKHOCTh TepeiaBaTh (ailiibl.

OCHOBHBIE COBETHI IO 6€30MacCHOM padoTe ¢ ANEKTPOHHON MTOYTOM:

1. Hamo BBIOpaTh NpaBWIbHBIA TOYTOBBIM cepBHC. B WHTEpHETE €CTh OTPOMHBIN BBIOOD
OeCIUIaTHBIX TIOYTOBBIX CEPBUCOB, OJHAKO IyYIllle JIOBEPSATH TEM, KOTO 3HAelh W KTO TMEPBBIN
B PEUTHHTE;

2. He yka3piBaii B JIMYHOW MouTe JWYHYI HHpopMmanuto. Hampumep, mydiie BwIOpaTh
"My3bIKaJIbHBIN (haHaT@" wnu "pok2013" BmMecTo "Témal3";

3. Vcnonb3yi IBYX3TalHYI0 aBTOPHU3AIMI0. ITO KOTJa MOMUMO Hapojsi HY>KHO BBOJAMTH KO,
npuchUIaeMbii 1o SMS;

4. Bp1Oepu CIOXKHBIN Tapodib. [[71s KaXkI0ro MOYTOBOTO SAIIMKA JOJKEH ObITh CBOM HAJIC)KHBIH,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecanm ecth BO3MOXKHOCTH HAalUCaTb CaMOMY CBOM JIMYHBIA BOIIPOC, HUCIOJIB3YH 3Ty
BO3MOYKHOCTB;

6. Mcnonb3yil HECKOIBKO MOYTOBBIX SIIIUKOB. [1epBbIii 1151 4aCTHOW MEPENUCKU C aJipecaTaMu,
KOTOPBIM ThI JIOBEpSiClIb. JTO 3JEKTPOHHBIM ajpec He HaJ0 HKCIONb30BaTh IMPU PETUCTpAllUU Ha
dbopyMax u caifTax;

7. He oTkpbiBaii ¢aiiabl U Ipyrue BIOXKEHUS B MHUChbMaX, JaKE €CIM OHHW MPHUIIUIA OT TBOMX
npyseid. Jlydiiie yTo4HU y HUX, OTHPABIISUTN JTU OHU TeOe 3T (aiiibr,

8. [Tocme oxoHuaHusi pabOTHl HA TTOYTOBOM CEPBHCE Mepel 3aKPhITUEM BKIIAKUA C CAHTOM He
320y HaXXaTh Ha "BeiidTi".

Ku0epOysiMHT MJIM BUPTYaJIbHOE M3/1€BaTe/IbCTBO

KubepOymuHr — mpecieoBaHne COOOMICHUSAMH, COJCPKAIIUMH OCKOPOJICHUS, arpeccuro,
3allyrMBaHUE; XYJIWTAaHCTBO, COLMAIbHOE OOWKOTHPOBAaHHWE C IOMOLIBIO PA3IUYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI IO OOPBOE ¢ KHOEPOYILTUHTOM:

1. He Gpocaiicst B 6oit. Jlyummuii crmoco0: TOCOBETOBAThCS Kak ce0si BECTH U, €CIIM HET TOro,
K KOMy MOXXHO OOpaTHTBCS, TO HYKHO BHaudale YCIHOKOMThCS. Ecim Thl Ha4yHeIIb OTBEYATh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO emle OOJIbIe pa30kKelb KOH(IIHUKT;

2. Ympasinsiii cBoelt kubeppenyranueii;

3. AHOHUMHOCTbH B ceTu MHUMas. CyIlleCTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 32 aHOHUMHBIM
AKKayHTOM;

4. He cTout BecTu XynUraHCKUN 00pa3 BUPTyalbHOH ku3HHU. IHTEpHET (UKCUPYET BCE TBOU
JEUCTBUSI M COXPAHSICT UX. Y AAIUTh UX OyJIeT KpaiiHe 3aTpyAHUTEIILHO;

5. Cobnronait CBOIO BUPTYaIbHYIO Y€CTh CMOJIONY;

6. Urnopupyii enuHuuHbBIA HeraTtuB. OIHOpa30BbIE OCKOPOMTEIHHBIE COOOMICHHWS JIydIle
urHopupoBaTb. OOBIUHO arpeccus MpeKpallaeTcst Ha HayaJlbHOW CTa M,



7. Ban arpeccopy. B mporpamMmmax oOMeHa MTHOBEHHBIMU COOOIICHUSMH, B COLUATBHBIX CETIX
€CTh BO3MOXKHOCTb OJIOKHPOBKH OTIIPABKU COOOILIEHUH C OMpPEIeICHHBIX aJJpeCOB;

8. Ecim T1bI cBugerens kubOepOyJ/UIMHTa, TO TBOM JCHCTBHS: BBICTYNUTh IPOTHB
npecieoBaress, MoKa3arb €My, YTO €ro JIEUCTBHS OLICHMBAIOTCS HETaTUBHO, MOJAJEPKATh KEPTBY,
KOTOPOM HY>KHa MICUXOJIOTHYECKast IOMOIIb, COOOLTUTH B3POCIBIM O (PaKTe arpecCUBHOIO MOBE/ICHUS B
CETH.

MooOunabHblil Te1edoH

CoBpemeHHbIE cMapTHOHBI U TUTAHLIETHI COAepkKaT B ceOe BIOJIHE CEphE3HBIN (DyHKIMOHAI, U
TENepb OHM MOTYT KOHKYPHUPOBATh CO CTAallMOHApPHBIMU KoMmbloTepamMu. OHAKO, CPENCTB 3allUTh
JUTSl TOJOOHBIX YCTPOMCTB MOKa OYeHb Majio. TeCTUpOBaHUE U MOUCK YSI3BUMOCTEH B HUX MPOUCXOTUT
HE TaK HHTEHCUBHO, Kak A [1K, To e camoe kacaeTcss 1 MOOMIbHBIX TIPUITOKEHUH.

CoBpeMmeHHbIE MOOWIBHBIE Opay3epbl YK€ NpPaKTUYEeCKH JOTHAIM HACTOJbHBIC aHAJIOTH,
OJIHAKO pacHMpeHue (yHKIMOHAJA BJIEUYET 3a COO0OW OOJBIIYyI0 CIIOXKHOCTh W MEHBIIYIO
3allIUIIICHHOCTD.

Jlaneko He BCe MPOW3BOAMUTEIM BBHIMYCKAIOT OOHOBJICHHS, 3aKpPBHIBAIOIINE KPUTHYCCKHE
YSI3BUMOCTH JIJISl CBOMX YCTPOMWCTB.

OCHOBHBIE COBETHI JIs1 6€30MacCHOCTH MOOMIILHOTO TenedoHa:

1. Huuero He sBIs€TCS IMO-HACTOSIIEMY O€CIUIaTHBIM. byab OCTOpoXeH, BeAb Korjga Tebe
npezmaranT 6GCHHaTHBII>'I KOHTCHT, B HEM MOI‘yT GBITB CKpBITI:I KAaKHUEC-TO IIJIATHBIC yCJIyFI/I;

2. ymaii, npexxzae yem oTnpaBuTb SMS, ¢hoto miu Buaeo. Thl TOUHO 3HaACIIb, TI€ OHU OYAYT B
KOHEYHOM HUTOre?

3. Heo6xoauMo 0OHOBIISATE OTMIEPAIIMOHHYIO CHCTEMY TBOETO cMapThOHa;
4. Vicnonb3yii aHTUBUPYCHBIE TIPOTPaMMBbI JTsI MOOMJIBHBIX TEIE(HOHOB;

5. He 3arpyxaii mpuioXKeHHSI OT HEM3BECTHOTO HMCTOYHUKA, BEAb OHM MOTYT COJIEpPXkKAaTh
BPEIOHOCHOE MPOrpaMMHOE 00ecTIeYeHuE;

6. Ilocme TOro Kak ThI BBIWJCIIbL C caiiTa, e BBOAWJI JIMYHYIO WHGOpPMALHUIO, 3alIu
B HACTpPOWKHU Opay3epa u yaanu cookies;

7. Ilepnoanuecku npoBepsid, Kakue IIaTHbIE YCIYTM aKTUBUPOBAHBI HA TBOEM HOMEDE;

8. JlaBaii cBoii HOMEp MOOWJIBHOTO Tele(OHa TOJIBKO JIFOMSAM, KOTOPBIX Thl 3HACIIh U KOMY
JOBEpsICLIb;

9. Bluetooth momxeH OBITH BBIKIIIOUEH, KOTJA Thl UM HE TMoJb3yelibcs. He 3a0piBaii mHOTIA
IPOBEPSATH ITO.

OnyaiiH-urpbl

CoBpeMeHHbIE  OHJIAWH-UTPBI — O3TO  KPAacOYHbIE, 3aXBaThIBAIOUIUE  PaA3BJICUCHUS,
OOBEAMHSIONINE COTHU THICSY YENOBEK MO BceMy MHpYy. WIpoku HCCIeAyloT aHHBIH UM MUD,
00IIal0TCsT APYT C JIPYrOM, BBITIOJNHSIOT 3aJaHus, CPaKarOTCSd C MOHCTPAMH W TOJY4YaloT OIIBIT.
3a yZI0BOJIIBCTBHE OHHU IUIATAT: TMOKYMAIOT JAMCK, OTNIAYMBAIOT a00OHEMEHT WX MPUOOpETaIoT Kakue-To
OIILIHMH.

Bce atu cpenctBa uayT Ha MOJAEpKAHUE U Pa3BUTUE UTPHI, @ TAKXKe HA caMy O€30MacHOCTD:
COBEPILEHCTBYIOTCSI CUCTEMbl aBTOPU3ALIMH, BBIMYCKAIOTCS HOBble HaTyd (UU(POBBIE 3aIUIATKU IS
IpOrpaMM), 3aKpbIBatOTCSl YSI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX urpax CTOMT OIlacaTbCd HE CTOJIBKO CBOUX COIICPHUKOB, CKOJIBKO KpPaXKH TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHa CUCTEMA ABTOpU3aAllUN OOJIBIINHCTBA urp.

OCHOBHBIE COBETHI 110 OE€30IIaCHOCTH TBOETO HUI'pOBOI'0 aKKAayHTa:

1. Ecnu apyroii urpok Beaer ceds MIOX0 WM cO3AaeT TeOe HEMpUSATHOCTH, 3a0JI0KUpYil ero
B CIIUCKE UTPOKOB;



2. Iloxanylics aAMMHUCTPATOpaM WUIPhl Ha IJIOXO€ IOBEIEHUE 3TOTO WUIPOKA, JKEIATEIBHO
MIPUIOKUTB KaKUe-TO J0OKa3aTeNIbCTBA B BUJE CKPUHOB;

3. He yka3wiBait tnuHyto nHpOpManuo B npodaiisie urpsl;
4. YBaxail Apyrux y4acTHUKOB 10 UIPE;

5. He ycTanaBnuBaii Heo(unaabHbIE TATYH U MOJIBI,

6. Mcnionb3yii ClIOKHBIE U pa3HbIC MAPOIIH;

7. Jlaxke BO BpeMsi UTPbI HE CTOUT OTKJII0YaTh aHTUBUPYC. [loka Thl Urpaeiib, TBOM KOMIBIOTED
MOT'YT 3apa3urh.

@OUIIUHT WA Kpaka JUYHbIX TaHHBIX

OObBIYHON KpaXKel JeHer W JOKYMEHTOB CETOJIHS YXK€ HUKOTO HE YIUBHIIb, HO C Pa3BUTHEM
WHTCPHET-TEXHOJIOTUH 3JIOYMBIINUICHHUKH TEPEMECTHIIMCh B WHTEPHET, M MPOJIOJDKAIOT 3aHUMATHCS
"1I0OUMBIM" IEJIOM.

Tak mosBWIIach HOBas yrpo3a: HHTEPHET-MOIIEHHMYECTBA WIM (DUIIMHT, TJaBHas LEJb
KOTOPOT'O COCTOWT B TIOJIyYC€HHH KOH(PHICHINAIBHBIX JTAaHHBIX MOJIh30BaTeIeH — JIOTHHOB U MapoJIeH.
Ha anrnwmiickom s3pike phishing uutaercs kak ¢umuar (ot fishing — peiOnas noBus, password —
MapoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITHHTOM:

1. Cnenu 3a cBouM akkayHTOM. Eciti ThI TI0JJ03peBaciib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKHPOBATH €€ U COOOIIUTE aJIMUHUACTPATOPAM pecypca 00 3TOM Kak MOXKHO CKOpee;

2. Wcnonw3yit Oe3omacHble BeO-CaThl, B TOM 4YHCIIe, UHTEPHET-MarasmHOB M MOHCKOBBIX
CHUCTEM;

3. Hcnonb3yil cClIOXHBIE M pa3Hble Tapoiu. Takum oOpa3oM, eciu TeOs B3JIOMAlOT, TO
37IOYMBIIIICHHUKH MTOJTyYaT JOCTYII TOJIBKO K OTHOMY TBOEMY MPO(UIIIO B CETH, @ HE KO BCEM;

4. Ecnu TeOst B3JIOMalM, TO HEOOXOIUMO HPEAYNpPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
N00aBJICHBI y TEOS B JIPY3bsAX, O TOM, YTO TeOsI B3JIIOMaId M, BO3MOXHO, OT TBOEr0 MMEHHU Oyner
pacchuIaThCs ClIaM M CCHUIKH Ha (PUIIMHTOBBIC CAMTHI;

5. Ycranosu HanexHsbli naposs (PIN) Ha MOOMIIBHBIN TenedoH;
6. OTKIIIOYHM cOXpaHEHHUEe Maposst B Opaysepe;

7. He oTkpbIBaii Qailel U Ipyrue BIOKEHHS B MUCbMAaX, Ja)X€ €CIM OHU MPHUIUIM OT TBOUX
npy3eit. Jlydine yTouHr y HUX, OTHPABIISIA JIU OHH Te0e 3T (haiibl.

udposas penyranus

[udposast pemyTarusi — 3TO HEraTUBHAs WM TO3WUTHBHAs WH(OpMaius B ceTH O Tebe.
Kommnpomerupyromias uHpopMmaus, pa3MelieHHass B HWHTEPHETE, MOXKET CEepPhE3HBIM 00pa3oM
OTPa3UThCS HA TBOEH PEAIbHOM KU3HHU.

"Hudposas penyrauust" — 3T0 TBOM UMUIK, KOTOpBIA (popmupyeTcst u3 nuHpopmauuu o tede
B UHTEpHETE.

TBoe mecTo KHUTCIILCTBA, yLIe6I>I, TBOC (I)I/IHaHCOBOC ITIOJIOKCHUC, 0COOEHHOCTH XapakTepa nu
paccCkKasbl O ONM3KUX — BCE ATO HAKATUITMBAETCS B CETH.

MHorue mnoJApOCTKH JIETKOMBICIEHHO OTHOCSTCS K IyOJuMKaluu JHMYHOM HH(pOpMaIuu
B MHTEpHETE, HE TIOHUMAsi BO3ZMOXKHBIX TOCHEACTBHNA. ThI Jake HE CMOXKEIb JI0TaaThCs O TOM, YTO
¢dororpadus, pazmenieHHas 5 1eT Ha3aj, cTaa IPUIUHOW 0TKa3a MPUHATH TeOs Ha padoTy.

Kommenrtapuu, pasmemenne TBoux (otorpaduii M Jpyrue OEHCTBHS MOTYT HE HMCYE3HYTh
Jla’ke TOCJIe TOro, Kak Thl UX yJIanuiib. Thl HE 3Haellb, KTO COXPAaHWI 3Ty WH(OpMaIHIO, ToMana JIu
OHa B IIOUCKOBBIE CHUCTEMBI U COXPAHMUJIACH JIM OHA, a NIABHOE: YTO MOAYMAIOT O TeOE OKpYXKarolue
JIO/IM, KOTOPBIE HAUAYT U yBUIAT 3T0. HaliTu MHQOpMaIMIio MHOTO JIET CITyCTS CMOXKET JIH000# — Kak
U3 100pBIX MOOYKJICHHUH, TaK U C HAMEPEHUEM MIPUYUHHATH BPE. DTO MOXKET OBITH KTO YTOJIHO.

OcCHOBHBIE COBETHI 110 3aLIUTE HU(POBON permyTaliu:



1. Tomymaii, mpexiae dYeM 4dYTO-TO IyOJUKOBaTh W TNepedaBaTb y cebs B Onore WU
B COIIMAJIBHOM CETH;

2. B Hactpoiikax mpodwiss yCTaHOBH OTpaHMYCHHS HA TPOCMOTP TBOETO Npodwis u ero
COJIEP’)KUMOT0, ClIeNai ero ToJIbKO "uist Ipy3en';

3. He pa3memaii u He yka3bpiBail MH(OpPMAIMIO, KOTOPAsk MOXKET KOT0-THO0 OCKOPOJIATH WIIH
00MXaTh.

ABTOpCKOe MPaBo

CoBpeMeHHbIE WIKOJBHUKA — aKTUBHBIE IOJIb30BaTeNu IUGPOBOro mpocrpancTsa. OmHako
JMAJIeKO HE BCE 3HAIOT, YTO IMOJIb30BAHWE MHOTUMHU BO3MOXKHOCTSIMH LU(POBOro Mupa TpedyeT
coOIr0IeHHs TTPaB Ha UHTEJUIEKTYaIbHYIO0 COOCTBEHHOCTb.

Tepmun "wHTEINIEKTyaldbHass COOCTBEHHOCTH' OTHOCHTCS K Pa3IMYHBIM  TBOPEHUSAM
YEJIOBEYECKOT0 yMa, HaYMHAs C HOBBIX M300pETCHMIA W 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTH Ha
OPOAYKTBHl M YCIyTd, W 3aKaHuWBasg KHUTamH, (oTtorpadusmu, KHHOPWIbBMAMH U MY3bIKaJbHBIMU
MPOU3BECHUSMH.

ABTOpCKME TpaBa — 3TO IpaBa Ha HMHTEUIEKTYaJbHYI0 COOCTBEHHOCTh Ha MPOM3BEACHUS
HayKH, JUTEpPaTypbl U HCKYCCTBAa. ABTOPCKHE IIpaBa BBICTYNAIOT B KAa4eCTBE IapaHTUU TOTO, YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUN Tpyd aBTOpa He OyneT HampacHbIM, AAacT €My CIpaBeaIHBbIC
BO3MOXHOCTH 3apaboTaTh Ha pe3ysbTaTax CBOErO TPyAa, MOIY4YUTh U3BECTHOCTh U Npu3HaHue. Hukro
0e3 paspeleHus aBTopa HE MOXKET BOCIIPOU3BOJAUTH €r0 MPOU3BEACHHE, PACIIPOCTPAHSTD, IyOJINYHO
J€MOHCTPUPOBATh, MpoJaBaTh, HMMIOPTUPOBAaTh, IyCKaTb B IPOKAT, IyOJWYHO HCIOIHSITH,
NOKa3bIBAaTh/UCTIONHATH B 3(upe win pa3meniats B lHTEepHeTE.

Hcnonp3oBanue "MUpaTcKoro" MpOrpaMMHOTO OOECIIEYEHHS MOXET IMPHUBECTH K MHOTUM
pHUCKaM: OT IOTEPH JJaHHBIX K TBOMM aKKayHTaM J0 OJOKMPOBKH TBOETO YCTPOWCTBA, I/I€ yCTAaHOBJIEHA
HelerajgbHas nporpamma. He crout Takke 3a0bIBaTh, YTO CYHIECTBYIOT JIETajbHBIC M O€CIUIaTHBIC
IPOTrpaMMbl, KOTOPbIE MOXKHO HAalTH B CETH.



